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I. Overview of HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that is designed to protect the privacy of individually identifiable patient information, provide for the electronic and physical security of health and patient medical information, and simplify billing and other electronic transactions. HIPAA applies to all “covered entities” such as hospitals, physicians and other providers and health plans as well as their employees and other members of the workforce. 

Privacy and security are addressed separately under two distinct rules under HIPAA. The Privacy Rule sets the standards for how protected health information should be controlled. The Security Rule defines the standards that require covered entities to implement basic safeguards to properly care for protected health information (“PHI”).  Privacy defines who is authorized to access information and includes the right of individuals to keep information about themselves from being disclosed. Security is the ability to control access and protect information from accidental or intentional disclosure to unauthorized persons and from alteration, destruction, or loss.
II.
Purpose of Documentation

This document seeks to establish and document the corporate practices necessary to comply with required standards of the HIPAA Privacy and HIPAA Security Rules. This guidance aims to encompass the diverse performance demands of Proximiti operational support systems and network topologies while at the same time establishing high standards for the protection of sensitive PHI.

III.
Proximiti Policy 

In providing certain services, Proximiti Technologies, Inc. and its affiliates Proximiti Communications, Inc. and SipStorm, Inc. (collectively “Proximiti” herein) collects and maintains personal healthcare information about the users of those services. The Corporation, its Board, its officers, and its employees are committed to protecting the privacy and confidentiality of this information. It is Corporate Policy and intent to fully support and comply with all federal and state statutes and rules regulating the use, maintenance, transfer, and disposition of all information collected by the Company during the provision of our services.  This includes but is not limited to healthcare records and customer proprietary network information (“CPNI”).  Furthermore, Proximiti is committed to full compliance with all other rules, regulations, statutes, and policies governing the maintenance and disposition of collected records, including each provision of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and rules and regulations of the Federal Communications Commissions. These policies and procedures are designed to assist all responsible parties with this commitment.

IV.
Patient Notification and Authorization

It is the policy of Proximiti to inform individuals about Proximiti’s privacy practices as they relate to health information that may be maintained by Proximiti in order to safeguard health information in Proximiti’s possession, and, to the extent practicable, to protect the communication of health information from intentional or unintentional misuse or improper disclosure.  It is further Proximiti’s policy to accommodate, to the extent practicable, the requests of individuals regarding the place, time, and method of communicating their own health information.  Proximiti will publicly disseminate these policies and procedures and make a good faith effort to receive an acknowledgment of such receipt prior to the Provision of any Proximiti service. Proximiti will not knowingly use or disclose health information in a manner inconsistent with these policies and procedures, except to the extent that emergency patient care would be compromised.  A copy of the Proximiti Notice of Privacy Practices is incorporated herein as Appendix A and is available for review at www.proximiti.com/HIPAA/Privacy.  Acknowledgments of receipt of these policies and procedures will be retained by Proximiti for a minimum of six years.
Proximiti reserves the right to amend these policies and procedures as deemed necessary or advisable and, to the extent and in a manner practicable, will inform individuals of material changes to these policies and procedures. These policies and procedures constitute an official policy statement and may not be amended, or otherwise altered, by any area of Proximiti without the approval of an Officer of Proximiti.  Health information that is communicated in any form is to be treated as confidential and in a manner that reasonably protects the communication from being intentionally or unintentionally overheard or intercepted by those who do not have a need or right to know the information. It is the responsibility of each Proximiti employee to implement practices that protect the confidentiality of oral, written and electronic communications.  
To the extent practicable, Proximiti will accommodate the written request of an individual to have their health information communicated to them or designated personal representatives at a time, place, and in a manner of their choosing.  Personal representatives may be parents or legal guardians of minor children or persons who are legally authorized or specifically identified by individuals, such as a close friend or family member, to act on behalf of the individual.   A copy of the Proximiti Patient Consent Form is incorporated herein Appendix B and is available for review at www.proximiti.com\HIPAA\PatientConsent.  If the request is impractical or impossible for Proximiti to accommodate, this will be clearly communicated to the individual requesting the accommodation.  Any agreed upon restrictions arising out of a notification will remain in effect until revoked by the individual or until the individual is notified by the USO that the USO will no longer honor the agreed upon restrictions.

An individual may revoke or amend its consent relative to disclosure of health information by submitting a request for revocation in the form and substance incorporated into Appendix C herein or as available for review at www.proximiti.com/HIPAA/ConsentRevocation.  In the event the USO receives more than one authorization or permission from an individual that appear to be in conflict with each other, the USO will abide by the more restrictive patient permission, until the conflict is resolved. The USO will attempt to determine the true intentions the affected individual and thus resolve the conflicting permissions as soon as is practicable.

Proximiti may, without prior authorization of an individual, and where necessary due to emergency or other professionally sound reason, communicate health information with persons directly involved in the care of the individual. Proximiti may refuse to provide information to personal representatives, or to the individuals themselves, where it is determined that access to the information may be detrimental to or otherwise not in the best interest of the individual, may endanger or breach the confidentiality of a third party or is precluded by statute. 

Proximiti may use and disclose an individual’s health information without prior permission or authorization where the health information has been sufficiently “de-identified”, so as to hide the identity of the individual(s), is part of a “limited data set” or for other uses where allowable by law.  Health information may be used or disclosed without an individual’s acknowledgment of receipt of these policies and procedures in the event of an emergency or where a communications barrier makes prior permission or notification impossible.  From time to time, Proximiti may disclose identifiable health information to other entities for use by the individual for treatment. Further, Proximiti may disclose identifiable health information to other entities to assist the individual in obtaining payment and, under limited circumstances, may disclose identifiable health information to other entities for purposes associated with healthcare operations.

Violation of this policy or negligence on behalf of any Proximiti employee resulting in or having the potential to result in the unauthorized release of identifiable health information may result in disciplinary action up to and including termination of employment or suspension or expulsion from a student or trainee program.
Proximiti encourages any individual who believes that their personal health information has been misused or inappropriately provided to non-approved parties to bring that matter to the attention of Proximiti Officers.  To that end, Proximiti has developed and provided Appendix D which may also be made available at www.proximiti.com/HIPAA/Complaint as a mechanism to raise such issues.  Proximiti will seek to address any issue raised in this manner.  Proximiti will take no action against any individual raising and advocating a complaint in accordance with this process.

V. 
Maintenance and Review of Health Care Records
Except as noted below, it is the policy of the Proximiti to allow individuals to inspect and obtain copies of their own health information and to request the amendment of their health information which is maintained by or at the Proximiti. An individual may request a copy of their own health information by written submission in form and substance incorporated herein as Appendix E, Request for Access to Health Information or as available for review at www.proximiti.com/HIPAA/RequestforAccess.  
Individuals will typically be denied access to information that was obtained from a non-Proximiti source under an agreement of confidentiality.  Proximiti may also choose to deny access to certain health information contained in the health record if, in the judgment of a licensed health care professional, such access could cause harm to the individual or to another person.  

To the extent possible, Proximiti will allow an individual to amend information in their health record where the information in question was created by the Proximiti and is inaccurate or incomplete.  Amendment requests should be directed in writing to Proximiti’s Legal Officer in a form consistent with Appendix F or as available for review at www.proximiti.com/HIPAA/RequesttoAmend.  Proximiti’s Legal Officer will after appropriate consultations and investigation, make a recommendation to the Director of Support Services regarding the requested amendment.  If the request is denied, Proximiti will provide the individual a written explanation and allow the individual to submit a statement of disagreement to become a part of their health record. The Chief Legal Officer’s decision may be appealed to the Chief Technology Officer, whose decision shall be final.  

Additionally, the Proximiti allows individuals to request information regarding disclosures of their health information made by the Proximiti to third parties.  A request for and accounting or summary of disclosure may be made by written submission of a Request for an Accounting as provided in Appendix G or as available for review at www.proximiti.com/HIPAA/RequestforAccounting.  Reasonable attempts will be made to provide this information in a format requested by the individual. Otherwise, it may be provided in any format mutually agreed upon.  Such a disclosure may not include information regarding treatment, payment or healthcare operations.
Requests for access to health information, requests to amend health information, or requests for an accounting of disclosure of health information shall be in writing and shall be made to Proximiti’s Chief Legal Officer.  Forms associated with each of these requests are incorporated into this document as designated above and will be made available at www.proximiti.com/HIPAA.  Initial responses to such requests typically will occur within thirty days of an access request or sixty days in the case of request for amendment or for an accounting of disclosure.  In the event of denial, the response will include an explanation of the denial and will inform the individual of their right to and the process for appeal. Proximiti may, at it’s discretion, charge a requestor a fee not to exceed the actual cost of compiling, copying, and mailing requested information.

VI. 
Physical Security 
In the normal course of business, Proximiti will not keep or maintain healthcare information in physical form.  Where physical records are developed and maintained in accordance with patient requests associated with Section V and Section VI above, those physical records will be kept appropriately secured in a locked location.  Each electronic healthcare record maintained by Proximiti shall be kept in a secure environment and protected by appropriate electronic safeguards.  
Access to protected health information stored in computers will be password protected.

Passwords are individual specific and are not to be shared by or accessible to more than

one individual unless designated by an individual via the Proximiti Patient Consent Form.  Electronic transmission devices, including computers, telefax machines, and other electronic equipment over which protected health information may be received or transmitted are to be maintained in secure sites and/or away from public access.  Computer screens containing protected health information are to be inaccessible to public view.  Computers that store protected health information are to be secured before being left unattended.

Health information may only be accessed by authorized personnel.  With the exception of the use and disclosure of health information directly related to treatment and to the extent practicable, access to health information Proximiti employees is restricted to the minimum necessary to execute their job responsibilities.  It is the responsibility of Proximiti’s Officers to identify those persons or classes of persons who are authorized to access, use or disclose health information and specifically to identify to what health information to which they may have access.  Physical access to controlled areas and user accounts that provide access to protected health information are to be revoked upon the termination of an employee, student, or trainee or when others, such as contractors and vendors, no longer require access.

The unauthorized access to or unauthorized use or disclosure of health information that exists in any Proximiti health record may subject the responsible employee to disciplinary action up to and including termination or suspension of employment.  This extends to the unauthorized use or disclosure of health information that is overheard during the course of business or health information that is otherwise learned or secured by any Proximiti employee by virtue of their employment with Proximiti.

Proximiti employees that become aware of the unauthorized use or disclosure of protected health information that causes or reasonably could cause harm should immediately report the incident to Proximiti’s Legal Officer or Chief Technology Officer.  To the extent practicable, Proximiti will attempt to minimize the known harmful effects and/or correct known instances of harm.  To aid its employees, Proximiti reviewed the services it provides and has internally identified the services and information of particular concern relative to protected health information.
VII. 
Marketing and Public Relations
It is the policy of Proximiti not to use or disclose identifiable health information for marketing or public relations purposes without the authorization of the individuals to whom the health information relates.  It is further the policy of Proximiti to allow individuals to choose not to have their identifiable health information used for such purposes.

VIII. 
Business Associates
Proximiti may disclose identifiable health information to other entities with which Proximiti has contracted to provide services to Proximiti.  Health information provided to such a business associate must be pursuant to an assurance that the business associate, and its sub-contractors, will use the information only for the purpose(s) intended, will restrict access to the information on a “need to know” basis only, and will otherwise take appropriate measures to safeguard the information in its possession. There must be a valid, signed business associate agreement in place before identifiable health information may be provided.

Except to the extent that patient care might be compromised, the use or disclosure of health information by a business associate must comply with these policies and procedures. In addition, except to the extent that patient care might be compromised, the use and disclosure of an individual’s health information by a business associate must comply with any restrictions beyond the scope of these policies and procedures which are requested and subsequently agreed to by Proximiti. Business associate agreements must be in writing and must contain HIPAA compliant language and authorized signatures. 
At any time Proximiti determines that a business associate has violated a material term or obligation under the agreement relating to HIPAA compliance, Proximiti shall seek to immediately remedy the breach or, if that is not possible, to alter or terminate the agreement. Violations may also be reported by Proximiti to the Secretary of the Department of Health and Human Services. 

It is the responsibility of each Proximiti employee interfacing with third parties with whom identifiable health information will be shared to assure that valid business associate agreements are executed. 
IX.
Evaluation of New Services

In association with each new service offering Proximiti will evaluate whether the service involved individual protected health information and thus the applicability of the requirements of the HIPA to databases containing protected health information.  This decision-making process should be individually applied to each service and associated databases.  Specific HIPAA requirements and documentation will depend on the characteristics of each service and use of a database.

In determining the applicability of HIPAA requirement in association with the provision of the new services, the following questions will be reviewed:
1.  Does the service involve or is the database populated with information obtained from the provision of health care services?


(  YES


(  NO

2.  Does the service/database contain information involving the health of individually identifiable people, including indirect identifiers such as medical record or other uniquely identifying numbers?


(  YES


(  NO

3.  Will any information collected during provision of the service or contained in the database be included in the official medical records of the people who are identified with the information?  


(  YES


(  NO

If the answer to either question #1 or #2 is NO, HIPAA Privacy Rule requirements DO NOT APPLY to the service and provision of the applicable database.  If the answer to both questions #1 and #2 is YES it is probable that HIPAA, Privacy Rule Requirements will apply.  An exception may be warranted by an Officer of Proximiti in this latter instance where the answer to question #3 is NO.   
X.
Disaster Recovery and Contingency Plans

Proximiti’s provision of medical support services are built upon our state-of-the-art Voice Over Internet Protocol (VoIP) backbone infrastructure providing VoIP services on a commercial basis.  That offering relies upon a distributed architecture with remote and duplicate points of entry in order to provide telecommunications services for business customers that meet commercial standards.  Equipment supporting this architecture is located within commercial hardened collocation environments in Atlanta and Tampa.  We also maintain separate laboratory equipment in a racked equipment room maintained at our corporate headquarters.
Contingency plans are built upon nightly backup of all systems.  On a monthly basis, daily backups are removed to an offsite location.  These procedures create a fail-back point from which data recovery can be assured.  In the event of hardware failure that is not recoverable, the recovery media can be utilized with off-the-shelf hardware from various sources. 

Proximiti’s network and support personnel are not centrally located.  Through various arrangements and network configurations, we have active support personnel operating out of locations in Tampa, Atlanta, NC, KY and UT.  Thus, remote monitoring and control of such equipment is a part of our everyday activities.  In all critical situations, any outage is handled on a team basis through tele-conference bridges.  Through web based applications, each team member has the ability and the authority to take action as necessary to protect data and provide services.  Accordingly, each team member has been instructed in the importance of protecting any health related information.  
Proximiti maintains a separate Development and Q&A environment as opposed to the network architecture dedicated to providing production services.  Each update and change related to production services must be fully tested and approved within the secondary environment before it can be moved to production.  Movement to production requires approval at either the Director or Officer Level before moving an application or piece of equipment into production.  Enhancements and upgrades are introduced solely through designated maintenance windows.  Notice of changes is sent to all Proximiti personnel prior to opening any window.  Upgrades/updates and other changes are actively monitored as they are introduced.  Any problems associated with an upgrade/update or change is either corrected in real time or systems are rolled back until such problems can be rectified. 
At this time, all Proximiti health related services are utilized in the provision of chronic rather than critical medical services.  Therefore, in most situations where an out of service situation exists, precedence will be given to resuming service delivery rather than retrieval of prior data.   Should the nature of the services that we provide change such that any stored data might more reasonably be critical to an emergency situation, this prioritization might need review.  
XI.
Provision of Third Party Services

There are certain circumstances under which Proximiti may use or disclose an individual’s health information without first obtaining that person’s acknowledgement or authorization.  These circumstances will generally involve instances where Proximiti provides services to a third party who has a direct relationship with the individual.  Proximiti will take reasonable business care to ensure compliance with these Policies and Procedures for HIPAA Compliance regardless of whether an individual’s health information is provided to Proximiti through a direct relationship with Proximiti or alternatively the individual has a direct relationship with one of our third party partners.  Where Proximiti provides wholesale support for HIPAA impacted programs, Proximiti stands ready to execute a reverse Business Associate Agreement with the associated service providers.  Where Proximiti is providing services through a third party relationship, Proximiti will require execution of a Letter of Agency from the third party partner as a mechanism to eliminate the need for Proximiti to obtain its own HIPAA authorization(s) from the individual(s).
XII.
Proximiti Assignments

For purposes associated with the compliance with HIPAA regulations, the Proximiti Legal Officer shall be:




Donald C. Davis




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1036




Fax:

813.579.1005




e-mail:

don.davis@proximiti.com
For purposes associated with compliance with HIPAA regulations, the Officer for issues involving Human Resources shall be:




Donald C. Davis




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1036




Fax:

813.579.1005




e-mail:

don.davis@proximiti.com
For purposes associated with compliance with HIPAA regulations, the Chief Technical Officer shall be:




Chuck McDonough




5410 Mariner Street




Suite 175




Tampa, FL




Direct Line:  
813.579.1002




Fax:

813.579.1005




e-mail:

chuck.mcdonough@proximiti.com
XIII.
Employee Training

All Proximiti employees who may use, disclose, or have access to identifiable health information contained in any health record must, as a condition of continued employment or training, complete a training program that outlines employee responsibility and patient rights under the statutory privacy regulations contained in HIPAA.  In association with that training and as a condition of employment, all Proximiti employees will execute and comply with the Employee HIPAA Confidentiality Agreement.
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